Cac k¥ ning can thiét

dé quan tri hé thong mang Windows Server 2003

* Quan ly va duy tri hé thdng mang may tinh:

Phan 16n cong viéc hang ngay ciia mot quan tri hé thdng mang Windows Server 2003 1a
cau hinh cac d6i tuong Thu muc tich cuc (Active Directory), sira phan mém may tinh va
cac thiét lap dich vu khéc trén hé théng, cai dat cac phﬁn cung, phén mém méi va thuc
hién rat nhiéu céc tac vu khac ... st dung cac cong cu dugc tich hop san v&i hé diéu hanh
may chii. D6i voi méi trudng 1am viée c¢6 sb luong may tinh 16n thi khbi luong cong viée
clia ngudi quan tri hé théng mang sé& ting 1én t6i mot con sé khong 16. Bang quan 1y diéu
khién Microsoft (Microsoft Management Console — MMC) 13 cong cu chinh dé quan tri
h¢ thdng mang Windows Server 2003. MMC c6 kha nang hogp nhét phan 16n cac cong cu
quan tri trong cing mot giao dién man hinh va nguoi quan tri cé thé s dung ching & bat
ky dau trén hé thong mang. Hiéu dugc nhitng kha niang ciia MMC 1a diéu rat can thiét va
1am tang hiéu qua trong viéc quan trj hé théng mang.

Khi ¢6 yéu cau diéu khién toan dién mot may tinh tir xa, ngudi quan tri ¢6 thé sir hai
khoé cong cu sin cé trong MMC 1a Remote Desktop va Remote Assistance dé thiét lap
két nbi quan tri tir xa. Remote Desktop 1a mot tmg dung client/server cho phép hién thi
bang diéu khién cuc bd ctia may tinh tir xa trong mot ctra s6 trén man hinh nén ctia ngudi
quan tri, cho phép ngudi quan tri diéu khién cac chirc ning ctia ban phim va chudt nhu
khi ho dang nhap cuc bd vao may tinh tir xa d6. Remote Assistance c6 chirc nang tuong
tu nhung né dugc thiét ké cho nguoi str dung yéu cau su tro gitp tir bat ky mot ngudi st
dung khéc trén mang. Khi ngudi st dung phat ra mot yéu cau trg gitp, mot chuyén gia &
bat ky dau trén mang nhan duoc 10i moi yéu ciu nay sé thiét 1ap mot két ndi tir xa t6i
man hinh cua ngudi sir dung.

Duy tri cho hé théng mang may chu luon chay 6n dinh va hiéu qua 14 cong viéc chinh cua
ngudi quan tri, va Microsoft Windows Server 2003 da tich hop sin cac cong cu cho phép
nguoi quan tri thuc hién diéu nay. Mac du may chu cé thé hoat dong vai hiéu suat toi da
ngay sau khi n6 mdi dugc cai dat, nhung cung véi thoi gian va hang loat cac 1y do khac
s& khién cho hiéu sudt may chu giam di dang ké. Mot ngudi quan tri hé thong t6t phai

giam sat duoc tinh trang va hi¢u suét hién tai cia hé théng may chu dé xac dinh xu hudng



va tim ra nguyén nhan gy anh huéng dén hiéu suat may chii.. Nghién ctru dé sir dung
dung dan cac cong cu giam sat san trong Windows Server 2003 1a k¥ ning quan trong
can c6 dé ngudi quan tri c6 thé nhan thay su thay d6i hiéu suat hé thong may chu trude
khi tinh trang tré nén tdi té.

Pam bao an toan cho hé co sé dur liéu la yéu to séng con ctia moi td chure, vi vay sao luu
dir liéu 1a chte ning co ban nhat ctia hé thdng va cua ngudi quan tri. Ngoai kha ning sao
Iru dir liéu bang cach sir dung phan mém (nguoi quan tri phai hiéu su khac nhau giita cac
kiéu sao luu nhu: full, incremental, differential, copy ...), viéc tranh tham hoa mét dit liéu
con duogc hd tro boi cac loai phén cung (nhu hé théng dia cing Mirror, RAIDS ...).

TAt ca cac phan mém déu ludn can duoc phat trién theo thoi gian, va viée nang cip cac hé
diéu hanh ciing khong phai 1 ngoai 18!. D& cap nhat cho mot may tinh don 1¢ 1a diéu hét
sttc don gian, nhung dé cap nhét cho ca hé thdng mang véi sé lwong may tinh 16n lai 1a
van dé khé khan va phtrc tap. Do vy, ngudi quan tri can phai ndm viing céc kién thirc va
k¥ nang cho viéc trién khai cac géi dich vu st dung Windows Update, Automatic Update

va cac chinh sach nhom.

* Quan ly va duy tri cac tai khoan ngudi sit dung, tai khodn may tinh va cic nhom
Trude khi co bat ky mot nguoi sir dung ndo mudn truy cip vao may tinh chay Windows
Server 2003 tir bang diéu khién (console) hay thong qua mang, ngudi sir dung d6 phai
duoc xac thue. Xac thyuc 14 tién trinh thim tra lai cac dac diém va do tin cdy cua nguoi su
dung d6. Trong hau hét cac trudng hop, tién trinh xac thuc s& yéu cau nguoi st dung
cung cip tai khoan va mat khau dé may chu tham tra lai truéc khi quyén truy cap duoc
gan cho ngudi st dung. Quan 1y cac tai khoan va mat khau nay ciing 1a nhiém vu tit yéu
clia ngudi quan tri mang. Dé don gian hoa cac tién trinh gan quyén truy cip cho ngudi sir
dung, nguoi quan tri co thé s dung tai khoan may tinh, ddi tugng nhoém (groups) va cac
don vi t6 chirc (OUs) ma Dich vu thu muc tich cuc hd tro.

Mot trong nhimg 1y do cho viéc ton tai dir liéu mang 13 kha ning chia sé tai liéu cho
ngudi st dung trén cic may tinh khac nhau. D& dam bao an toan thong tin va tranh cac sy
¢d ri ro cho cac dit liéu dugc chia sé trén mang, ngudi quan tri mang can phai nim rd co

ché phan quyeén cho céc thu muc chia sé va céc file chia s¢. Hai loai quyén dugc ép dung



cho tai lidu chia sé 12 quyén chia sé (Shared permission) va quyén NTFS. Sy két hop giita

hai quyén nay s€ dam bao toi da cho vi¢c bao mat dir licu chia sé.

* Cac dich vu trén ha ting mang Windows Server 2003
- Routing and Remote Access: voi dich vu ndy ngudi quan tri ¢6 thé:

+ Lién két nhiéu doan mang con thanh mot mang LAN hop nhat

+ Két ndi cac vin phong chi nhanh téi mang intranet va tai nguyén chia s¢ gidng
nhu ching ¢ trong cung mot mang LAN

+ Cung cép cho cic may tinh tinh tir xa kha ning truy cap ti cac tai nguyén trén
mang
- Dynamic Host Configuration Protocol (DHCP): 13 mét chuan IP cho phép don gian hoa
viéc quan 1y cau hinh dia chi IP ctia cic may tram. Chudn DHCP cho phép ngudi quan trj
sir dung may chu DHCP dé quan 1y tién trinh cip phat tu dong dia chi IP cho cac may
tram. Khi dia chi IP dugc cdu hinh bang tay thi hang loat cac thong tin khac cling can
duoc ciu hinh (nhu Subnet mask, Default gateway, DNS ..), do vay co thé dan dén viée
g0 sai cac thong tin nay. Nhimg 15i sai nay c6 thé 1a nguyén nhan gay dén viéc cac may
tinh trong mang khong giao tiép dugc voi nhau hodc dan dén xung dot do trung dia chi
IP. Bé giam thiéu cac 15i trén ciling nhu tranh qua tai cong sirc ciia ngudi quan tri mang
thi viéc cdp phat IP dong cho cac may tram trong mang bang dich vu DHCP 13 diéu v6
cung can thiét.
- Domain Name System (DNS): 1a dich vu c6 kha nang gidi nghia tén thanh dia chi IP
(chang han: www.abc.com dugc giai nghia thanh 192.168.0.1) hodc nguoc lai. DNS hd
trg truy cdp tai nguyén bang bang tén goi nhd hon néu phai dung dia chi IP. Boi vi tai
nguyén dia chi IP ciing c6 thé bi thay d6i va né s& kho khin trong viéc bao tri chinh xac
danh sach cac dia chi IP tro téi cac ngudn tai nguyén trén mang. Dich vu DNS s& cho
phép ngudi st dung luu danh sach tén cac ngudn tai nguyén (ludn cb dinh) thay vi dia chi

IP.



